Abstract. The BitTorrent client application is a popular tool to distribute the large files over the Internet. However, the utility can be used for the illegal distribution of some files. Such an activity is considered as a cybercrime. In order to aid the forensics investigator to fight against the cybercrimes we carried out the research, during which we investigated the evidences left by BitTorrent client application in the local computer operating under Windows 8.1. During the experiment, we studied the evidences left by the BitTorrent client in the Windows registry and in the BitTorrent client configuration files. We investigated as well the possibilities to remove the evidences of the use of the BitTorrent application in order to conceal such a fact. The experiment revealed that the evidences are left either in the Windows registry or in the BitTorrent configuration files or both depending on the removal mode of the BitTorrent client application. The BitTorrent configuration files can reveal only whether the cybercrime was committed.
Introduction
As scope and possibilities of Internet of Things and Services rapidly change, new online services such as cloud computing architectures and peer-to-peer (P2P) protocols came to daily usage. These services improve life of computer users having limited resources. The cloud computing offers storage and calculation facilities. The P2P protocols come in two flavors: server-based model and direct communication between two computers ("peers") without participation of central authority -server.
Steve Crocker was a pioneer to suggest an idea of P2P network services in 1969 [6] . The P2P services are now widely used in many application areas, including (1) distribution of various type files over the Internet, (2) instant messaging, like Skype and ICQ, (3) grid computing.
Several protocols were designed for file sharing over the Internet. The most successful was a BitTorrent protocol. This protocol introduced a new technology and a new terminology into the file sharing and became de facto standard for the file distribution over the Internet. The BitTorrent protocol was designed with a good intention but this technology was so innovative and easy to use that the unfair people adopted it for committing illegal activities, like sharing of copyrighted material [13] . The illegal copies of copyrighted content can be found in more than two thirds of torrents registered at one of the most popular BitTorrent trackers [16] . Subsequently, such a use of the protocol creates illegal revenue that downgrades the copyright holder's share. Moreover, the users involved in the use of BitTorrent protocol have to allow using their resources for the file sharing since the BitTorrent applications may punish nonuploaders by limiting their download bandwidth [9] . In such a way, the users, which desire the service, are indirectly involved in the illegal activity that is considered as a cybercrime. Therefore, the use of the BitTorrent protocol for the illegal purposes creates a new type of cybercrime and the new challenges for forensics investigators in order to fight against it.
The family of products using the BitTorrent protocol constantly evolves and increases. The most recent product in this family is BitTorrent Sync. It is a file replication utility released as private alpha in April 2013 [5] . The utility is very convenient for those who are involved in the illegal activities, because it guarantees to keep the data transfer to be secure from inspection while in transit [15] . Therefore, the utility can be exploited for several potential cybercrimes as follows: distribution of copyrighted material, distribution of child pornography, delivery of malicious software, for industrial espionage, etc.
Not only the new application software is released, the new versions of operating systems are released, as well. Several years ago, Microsoft released a new version of operating system Windows 8, then this version was improved and a new version Windows 8.1 was released. This operating system is the newest one in Windows family, except Windows 10, release of which is starting just at the current time. The version Windows 8.1 is quite successful and a popularity of Windows 8.1 is growing [18] . The purpose of the paper is to investigate and locate the artifacts left by the BitTorrent client on the local computer functioning under Windows 8.1 operating system.
In the next section, we review the concepts used and the services provided by the BitTorrent protocol.
BitTorrent Service
Programmer Bram Cohen is the author of the BitTorrent protocol [4] . He released the first version of the protocol in July of 2001. Later he released it to the public as an open source technology. Since the project was successful, B. Cohen established a company BitTorrent, Inc. that offers numerous BitTorrent clients for many existing computing platforms, including smart phones. Therefore, the BitTorrent protocol is the prevalent one.
A universe of BitTorrent protocol can be regarded as the structure consisting of several levels of hierarchy. At the highest level, the universe of BitTorrent network can be represented as being divided into many BitTorrent swarms. Each shared content forms a BitTorrent swarm that consists of trackers and peers [10] . A peer is an agent that runs an implementation of the protocol. The same peer can participate in the multiple swarms, if he wishes to share several files. Every peer participating in the swarm can act in two positions: either seeder or leecher. A peer is a seeder if he has the complete content available and as such is uploading the data only. A peer is a leecher that is either in the beginning of the process or in the middle of the process of downloading information from the swarm.
In order to initiate a download of the content the user must firstly download a metadata file having extension .torrent from some website. Then, the BitTorrent client application of the user interprets the metadata and uses them to detect other peers participating in that swarm using one of the following methods: tracker, distributed hash table (DHT), peer exchange (PEX). A tracker is a server that maintains a list of peers that are either seeders or leechers. The peers distribute the contents, exchange the control messages in order to update their status and to keep up to date the list of active peers. PEX allows a direct interchange of peer lists with other peers.
DHT is a distributed tracker that allows peers to locate the other peers requesting information from BitTorrent clients without the requirement for a central server. DHT implemented in BitTorrent client is called Mainline. The results of recent measurement show that the Mainline DHT is the largest P2P network having from 15 million to 27 million users concurrently online, with a daily churn of at least 10 million users [20] .
The BitTorrent protocol reduces the impact of distributing large files on both the server and the network. The main strength of the protocol is the division of the file into separate equal size parts and separate management of these parts. Instead of downloading a file from a single source, BitTorrent enables the users to join a swarm of peers. In the swarm, the peers simultaneously download and upload from each other. In addition, the protocol is adaptive to low band networks since it divides the file into the smaller pieces in this case.
The file to be distributed is divided into the pieces. When peer receives a new piece of the file, it becomes a source for other peers. Therefore, those peers, who participate in the swarm, have an obligation to allow using their resources for the content distribution. Once the user is connected with the swarm, he can download the available pieces from several peers (seeder and leechers) simultaneously. This mechanism improves the download speed.
The pieces of a file are downloaded randomly and the BitTorrent client rearranges them into the correct order. The client also monitors which pieces it has, which it can upload to other peers, and which it needs. In separate swarm, all the pieces of the file are of the same size (for example, a 100 MB file can be downloaded as ten 10 MB pieces or as five 20 MB pieces). Fig. 1 depicts the download process. New user having smart phone joined existing swarm. The file download process begins. The file pieces are downloaded from the different peers.
The artifacts left by BitTorrent client can be separated into two parts: 1) the artifacts on the client computer, and 2) the artifacts on the computer network. In the next section, we review the related work that considers the artifacts on the client computer.
Review of Related Work
We present the review of related work in chronological order of their appearance since it can be easier to understand the directions of the development of forensics investigation of BitTorrent clients on the local computer.
Adelstein Figure 1 . BitTorrent download process file (e.g., to decode a hash list or date format), the configuration file lists the Java modules to be used for parsing; new parsers have to be created as needed. So, File Marshal for its universality heavily relies on the right preparation of the configuration file. Therefore, the experience and the additional efforts are needed to successfully use it. Moreover, the File Marshal initially did not include the analysis of the BitTorrent protocol. Nevertheless, the File Marshall tool had a success and the maintenance was ensured for it. Later the File Marshal project was renamed to P2P Marshal [12] .
Anyone consciously participating in the illegal activity tries to hide the evidence. The special programs are created for such a purpose. Woodward and Valli [22] considered whether the current erasure programs remove the evidence of the BitTorrent activity. The erasure programs MaxErase, P2PDoctor, Privacy Suite, Window Washer, Windows R-Clean and Wipe were examined on a machine that had used the BitTorrent client Azureus. Woodward and Valli concluded that the current erasure tools are not effective at removing traces of the BitTorrent activity and the forensics investigator can successfully recover the data.
In the next study, Woodward [21] examined whether the current BitTorrent clients running on Windows 7 leave behind the meaningful data. The secondary goal of the investigation was to determine whether the artifacts created differ from Windows XP, and whether the location of this information has changed. The popular BitTorrent clients programs BitCommet, BitTornado, µTorrent, and Vuze (formerly Azureus) were investigated using default settings. The investigation was limited to the topical analysis and examined the registry and local data area within the Windows operating systems. Woodward determined that all BitTorrent client programs produced the same data as a function of their operation. These data could be used to locate the initial source of a downloaded file. It was also found that the key difference between Windows 7 and Windows XP was the location of the BitTorrent configuration files on the local computer.
Lallie and Briggs [8] explored three popular BitTorrent client applications, BitComet, Vuze and µTorrent and outlined the registry artifacts that are produced by the installation and use of these programs on a Windows 7 client. Several authors [1] , [21] were already sceptic about the evidential value of registry keys before publication of this study. Many artifacts are produced in the registry keys, but they mainly identify that a BitTorrent client has been run on the computer only. The most significant data discovered in the registry were identified in the BitComet sub-key that contains a record of the website URL from which the last torrent was opened and downloaded [1] . Lallie and Briggs confirmed already known result that the artifacts of the registry keys can only prove who installed each application and which users used the software.
The presented research works so far analyzed the artifacts left by the BitTorrent client programs in the Windows registry and in the local file folders. The Windows operating system creates special type of files, which are event logs, used to record significant events on a computer, such as user logging on to the computer or encountering an error by a program. Sahoo et al. [14] explored the various processes involved in the Windows event logging environment and stressed the centralization of the logging process. The proposed architecture to centralize the storage of the log data enhances the security of the logging data that are important for collecting the evidence. We are unaware of research works that would relate the activity of the BitTorrent client to the Windows event log.
The latest product in the BitTorrent family is BitTorrent Sync. Farina et al. [5] investigated in detail the traces left by BitTorrent Sync in the client computer. The authors conducted an experiment during which they installed BitTorrent Sync client on two different hosts: one host running Windows 7 machine, the other host -Linux Debian machine. The guest machines were Windows XP in both cases. A complete list of the files created during the installation procedure is provided. The registry keys created during the installation procedure are presented, as well. The default installation process creates BTSync folder having three hidden files: .SyncID, .SyncIgnore, .SyncArhive (folder). BitTorrent Sync utility can be configured to use the fourth method to locate peers additionally to known three methods: tracker, DHT, PEX. The user can add a list of IP address:Port to denote the peers that will be contacted directly without any lookup. This method is least detectable. The important part of the communication is BitTorrent Sync keys. They are of four varieties: master key, read-only key, 24 hour read/write, 24 hour read-only key. Finally, the BitTorrent Sync application was uninstalled. The remaining Windows registry keys are provided, as well.
The presence of BitTorrent Sync artifacts can indicate that the file was downloaded using the BitTorrent tool, but there is no way outside the application to determine the origin of file or any synchronization details. But BitTorrent Sync requires only the key to join a particular synchronized folder, therefore, the investigator could join the shared folder, if he has the key. Subsequent monitoring of the network could reveal the relevant evidence or additional suspects.
The research works presented so far used either Windows XP or Windows 7 for the BitTorrent client investigation. Khatri [7] presented an analysis of Windows 8 operating system from the forensics investigator point of view. The main focus was concentrated on a newly added feature to track system resource usage called SRUM. Currently, there is no documentation concerning inner workings of SRUM. The research method used in the study involved experiment and observation. As the experiment revealed, SRUM enables an historical view into the past system usage on a computer. Therefore, SRUM database can be immensely useful for forensics investigator to trace user activity and link processes, user and network activity together. Moreover, the privacy protection tools like CleanAfterMe, CCleaner, and Privacy Eraser have been tested to determine whether they alter or delete any information from the SRUM databases. They currently do not touch SRUM data at all.
In the next section, we introduce the method of the experimentation to locate the artifacts left by the BitTorrent client application on the local computer operating under Windows 8.1.
Method of the Experimentation
We assume that the user of BitTorrent client, which uses this application for illegal activity, will try to hide the fact of the use of the application. Usually, the temporal use of the BitTorrent client application consists of the following three steps:  Installation;  Download of the file;  Uninstallation. Therefore, we divided the experiment into three steps according to the possible use of the BitTorrent client for the illegal purposes. The objective of the experiment was to learn all the changes that BitTorrent client makes into a Windows registry. The Windows registry is an hierarchical database that stores a critical configuration data for the applications that run on Windows. The importance of the Windows registry can be proved by the fact that the program Regshot, which enables to monitor the registry, exists already since 2001 year. The program was modified and updated countless times. The program Regshot takes the snapshot of the registry and allows comparison of it with the other snapshot of the registry. As a result, we have taken the snapshots prior and after each step of the experiment.
For the experiment, we have chosen the recent version of the BitTorrent client application: 7.9.3.40634 (TimeStamp Friday, June 26, 2015). This version was used since it has all the latest developments and it is a representative of new technological achievements. The typical installation recommended by the BitTorrent client was applied. For this application, we collected an installation and usage data and then we analyzed the data.
For the experiment, we have used the Windows host machine and eight virtual machines. To make the virtual machines, we have used a Microsoft Hyper-V manager, version: 6.1.7601.17514. Seven virtual machines were used to download the file that was proposed for sharing on eighth virtual machine. The virtual machines were connected to the Internet during the file download only using a private network and a virtual server Guest Default Gateway with Forefront Threat Management Gateway 2010 installed to protect the virtual machines from the threats. The hardware and software used in the virtual machines are presented in Table 1 .
In order to decrease the capacity of the virtualized hard drive and decrease the time of the experiment, we have used a utility "sdelete.exe -z" for the virtualized disk drive. Such an operation is usually called "zero out". It zeroes out all the empty space on the virtualized hard drive. In our experiment, we had a used space 10.4GB of 20.3GB before "zero out". We obtained the used space 10.4GB of 15.5GB after "zero out". Thus, the use of the operation "zero out" let us minimize disk capacity by 23.65%. Such a minimization of the disk capacity saves a lot of time for the experiment. However, we have to pay an attention that the use of the operation "zero out" is possible only if we are seeking to learn the fact of the use of the BitTorrent client application. We can not use the operation "zero out", if we are seeking to learn the contents of the files downloaded using the BitTorrent client application, since this operation zeroes out all the deleted files that are important in restoring the whole session of the BitTorrent client application. In the next section, we provide and discuss the results of the experiment.
Artifacts of BitTorrent Client
Every activity of any application is registered with the Windows registry. We collected the data of changes in the Windows registry for all three steps of the experiment. We provide the Windows registry hives affected by the BitTorrent client application for each step separately in Table 2 .
The notation "USER SID" used in Table 2 represents the user security identifier such as follows: S-1-5-21-2854371515-1340710196-4262677133-1001. The notation "USER SID_Classes" used in Table 2 represents the user security identifier such as follows: S-1-5-21-2854371515-1340710196-4262677133-1001_Classes.
In the next three subsections, we provide modified Windows registry keys and their values for all three steps of the experiment.
Table 2. Windows registry hives modified by BitTorrent
Step
Registry hive Acronym

Installation
HKEY_LOCAL_MACHINE\SYSTEM HKLM\SYST HKEY_LOCAL_MACHINE\SOFTWARE HKLM\SW HKEY_USERS\USER SID\SOFTWARE HKU\US\SW HKEY_USERS\USER SID_Classes HKU\USCL
Download
HKEY_USERS\USER SID HKU\US
Uninstallation
HKEY_LOCAL_MACHINE\SYSTEM HKLM\SYST HKEY_LOCAL_MACHINE\SOFTWARE HKLM\SW HKEY_USERS\USER SID\SOFTWARE HKU\US\SW HKEY_USERS\USER SID_Classes HKU\USCL
Installation
Installation process adds several keys and values to different Windows registry hives. The effects on the Windows registry hive values are provided in Tables 3  to 6 . The tables are arranged according to the contents of the rows in Table 2 . Table 3 reports changes in the firewall rules. The Windows registry hive HKEY_USERS\USER SID\SOFTWARE collects and stores all the available information about BitTorrent client application (Table 5 ). This registry hive is especially significant since it allows knowing what application is installed. Table 5 is large, but it is very important, since it reveals all the information collected about the application. application/x-bittorrent Extension: ".torrent" application/x-bittorrent-app Extension: ".btapp" application/x-bittorrent-appinst Extension: ".btinstall" application/x-bittorrent-key Extension: ".btkey" application/x-bittorrent-skin Extension: ".btskin" application/x-bittorrentsearchdescription+xml Extension: ". 
Registry path Registry key Registry value
HKU\USCL\MIME\Database \ Content Type\ application/x-bittorrent Extension: ".torrent" application/x-bittorrent-app Extension: ".btapp" application/x-bittorrent-appinst Extension: ".btinstall" application/x-bittorrent-key Extension: ".btkey" application/x-bittorrent-skin Extension: ".btskin" application/xbittorrentsearchdescription+xml Extension: ".btsearch" HKU\USCL\ .btapp :"BitTorrent" Content Type: "application/x-bittorrent-app" .btinstall :"BitTorrent" Content Type: "application/x-bittorrent-appinst" :""C:\Users\User\AppData\Roaming\BitTorrent\BitTorrent.ex e" "%1" /SHELLASSOC" MRUList: "a"
Download
During download process, the single registry hive HKEY_USERS\USER SID\SOFTWARE is modified. The altered values are provided in Table 7 . The registry value provided for the key "torrent" differs in every experiment. Thus, it has no lasting importance. Therefore, we do not provide the complete value for the key "torrent". Moreover, this value occupies quite a lot of space.
Uninstallation
To uninstall the BitTorrent client application, we investigated two modes: a) without remove settings and b) with remove settings. The uninstallation procedure destroys all the Windows registry hive keys created during the installation, which were presented in Tables 3 -6 . That is true for both modes. However, both modes of the uninstallation procedure leave registry values created during the download process, which were reported in Table 7 . Thus, even after the uninstallation of the BitTorrent client application, a forensic investigator can establish the fact of the use of the BitTorrent client application on the base of the Windows registry hive HKEY_USERS\USER SID\ SOFTWARE. This is very important finding for the forensic investigator; the uninstallation of the BitTorrent client application does not completely remove the evidence from the Windows registry hives.
The deeper analysis revealed the differences in the behavior of the modes of the uninstallation. The mode of the uninstallation "with remove settings" leaves additional undestroyed keys and their values in the Windows registry hive in comparison with the mode "without remove settings". These keys and their values are provided in Tables 8 and 9. Table 8 Table 9 holds the values left in the Windows registry hives HKEY_CURRENT_USER and in HKEY_USERS\USER SID_Classes.
Consequently, the mode of the uninstallation "with remove settings" leaves more information in the Windows registry.
One could observe that the keys and their values provided in the Tables 8 and 9 were created neither during installation of BitTorrent application nor during download of the file. We have studied this issue and learnt that the Windows Explorer program created these keys when the downloaded file was opened.
Analysis of BitTorrent files
The investigated modes of the uninstallation demonstrate quite a different behavior for the file system. The mode of the uninstallation "with remove settings" completely removes all the files related to the BitTorrent client application. The mode of the uninstallation "without remove settings" deletes the executable file BitTorrent.exe only and leaves all the data files containing information about the session of the BitTorrent client application (Fig. 2) . Table 11 . The file resume.dat.old stores an information for every downloaded file. The large amount of sub-keys describe every file, but many of the keys are empty. We report the non-empty keys that provide the interest for forensics investigator in Table 12 .
The key in the first line of Table 12 shows that 95 sub-keys describe the downloaded file. It needs to pay attention that the peer list contained in the sub-key peers6 is provided in the BEncode format.
The provided analysis of the BitTorrent files allows us to conclude that the forensic investigator can learn the contents of the downloaded file using the information contained in the BitTorrent files that are not removed in the uninstallation mode "without remove settings". The obtained information enables to decide whether the cybercrime was committed.
Conclusions
The BitTorrent application is quite a popular tool to share the files on the Internet. It is very effective instrument to download the large files, like video and audio files. However, this instrument is used for illegal activities, like sharing of the child pornography, sharing of the copyrighted movie files, as well. Thus, the cybercrime is committed. In order to aid the forensics investigator to fight against the cybercrimes, we investigated the artifacts left in the local computer functioning under Windows 8.1 operating system. We used the newest version of the BitTorrent client application during the experiment. The performed experiment proved that the newest version of the BitTorrent client application leaves the evidence in the local computer operating under one of the newest versions of the Windows operating system. The Windows registry can prove the fact of the use of the BitTorrent client application, but the purpose of the use can be learnt investigating the BitTorrent files only. The easiness to locate the evidence in the local computer depends mainly on the uninstallation procedure of the BitTorrent client application. The mode of uninstallation "without remove settings" does not remove the BitTorrent files. The uninstallation mode "with remove settings" removes all the BitTorrent files but leaves some evidence in the Windows registry. In such a case, the evidence from the Windows registry would inspire the forensic investigator to use some utilities to restore the removed BitTorrent files. The investigation of the BitTorrent configuration files only can disclose whether the cybercrime was committed.
